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Abstract—Due to their low-cost and ease of use, cameras are
very popular for drone detection. Thanks to the feature reach
images obtained from the cameras, it is possible to classify drones
with a relatively high success ratio. However, cameras lack the
means for accurate localization, allowing only a rough measure
of the orientation of the target UAV. In order to better localize
the UAVY, in this study we fuse camera and lidar measurements,
localizing UAVs accurately. This fusion was implemented using
a Kalman filter, which enables integration of both sensor data,
improving detection and tracking accuracy

Index Terms—UAYV, drone, lidar, detection, camera, fusion

I. INTRODUCTION

Applications of Unmanned Aerial Vehicles (UAV), which
are colloquially known as drones, are numerous and range
from agriculture and environmental monitoring to security
and logistics [1], [2]. Their role in the world is becoming
more and more important in helping people but, unfortunately,
they are also playing an increasing role in targeting civilians,
surveillance abuse and disturbing air-travel. This improper use
of UAVs has triggered research on their detection, resulting
in different detection systems using various sensors, such as
cameras [3]-[6], lidar [7]-[9] and radar [10], [11].

Using 3D lidars, such as the Velodyne VLP-16, presents
some difficulties with increasing distance. Although they can
construct a dense point cloud of a nearby drone, at far
distances the detection often consists of only one or two data
points [7], and only when the drone is directly along one of the
scanning beams, not between them. Hence, making tracking
and classification very difficult. Despite these limits, lidar is
a valuable tool for detecting drones at considerable distances,
offering 3D coordinates that are not readily accessible through
alternative drone detection technologies.

Detection and tracking are also performed using camera
sensors, but object detection is still difficult in videos captured
by a moving camera, because camera motion and object
motion are mixed [12]. An open issue in dynamic background
subtraction is that the images may contain some elements that
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are not completely static, such as water surface or waving
trees. Therefore, it is possible to find false clusters in the
images [13]. In order to detect and track using moving
cameras, optical flow focusing on the different displacement of
the target in the image sequence has also been used [14]. On
the other hand, cameras allow relatively easier object detection
and classification when the objects are sufficiently visible.

In this work we propose a new method for drone detection,
a method based on fusion of camera and lidar data. The
method uses the camera for detection, followed by the lidar
for full 3D localization, and then followed by the camera again
for subsequent tracking. The method switches between the
camera and the lidar depending on how the tracking errors
evolve and the target drone appears. The approach, utilizing
the strength of each sensor, allows more robust drone detection
and tracking.

II. RELATED WORK

Camera-based object detection has been researched exten-
sively in the literature. Chapel and Bouwmans [13] elaborated
an important review analyzing the main challenges of detection
using a moving camera. In the literature, background sub-
traction is a common method used in the pipeline of object
detection with a camera. However the process becomes more
complicated when used for images taken by moving cameras.
A low frame rate often does not allow for a clear distinction
between background and foreground changes. Hu et al. [12],
using a moving camera, proposed a method that detects the
feature points in the frames using a modified Harris corner
detector [15], and that then classifies them as belonging to
foreground or background. Jiang et al. [16] proposed multi-
camera 3D-object detection for autonomous driving using an
onboard camera from the ego car’s perspective. Birch and
Woo [5] conducted an evaluation of the visual detection of
drones at various wavelengths within the visible and infrared
spectra, finding that visual band analysis is more efficient with
a uniform background.

Several approaches use lidar to detect drones. Hammer et
al. [17] investigated the feasibility of drone detection and
they conducted experiments using a platform equipped with
two Velodyne VLP-16 and two Velodyne HDL-64 lidars. Sier
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Fig. 1: Workflow of the detection and tracking process

et al. [9] used lidar-generated images for real-time track-
ing, fusing the lidar-images and the point clouds from a
single lidar sensor for tracking UAVs. Catalano et al. [8]
used a ground-based UAV tracking system utilizing a solid-
state lidar with adjustable frequency and varying FoV (Field
of View) coverage, proposing a method in which the lidar
frame integration time is dynamically adjusted based on the
distance and speed of the UAV, obtaining a better accuracy and
persistence. Dogru and Marques [7] studied sparse detection
with the aim of not only detection but also motion estimation
and active tracking of the target drones. They calculated the
probability of detection under different scenarios for a lidar-
turret system, and introduced a tracking approach to allow
continuous tracking of the detected drones.

Camera and lidar fusion has been tested for collision avoid-
ance systems, providing more accurate and robust detections
for overlapping objects [18]. Caltagirone et al. [19] fused
camera images and lidar point clouds for carrying out road
detection using a fully convolutional neural network (FCN).
Liu et al. [20] proposed a new deep neural network (namely
FuDNN), that improves the performance of lidar-camera fu-
sion for autonomous driving.

Although sensor fusion of lidar and cameras is common in
the literature with examples on vehicle detection [21], we are
not aware of any study fusing the two for UAV detection. This
work focuses on the fusion of lidar and camera for UAV de-
tection. Lidars, thanks to their shorter wavelengths and precise
laser scanning capabilities, allow accurate measurement of the
distances to targets in three-dimensional space. Cameras allow
continuous scanning of the environment in a relatively cheap
manner, helping also in the identification of the drones in the
images. However, they lack accurate distance measurement.

III. METHOD

The flow-chart involves three principle and one secondary
blocks that interact with each other (Fig. 1). The principle
blocks are responsible for detecting the drone in the images
obtained from the camera, for detecting the drone using point
cloud data obtained from a 3D lidar, and fusing them in
the Fusion block. The secondary block (PTU & Lidar) is
responsible for controlling the pan-tilt units holding the lidar
and the camera. The Camera Based Detector takes the rectified
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Fig. 2: The pinhole camera model

image as input, whereas the Lidar Based Detector takes the
point cloud data as input. Initially, both blocks save the
respective backgrounds to later run background subtraction.
Later, after background subtraction, they find the coordinates
of the centroids of the objects. The Fusion block receives the
data, performs fusion, and generates the data necessary to track
the drone’s path in 3D space.

A. Camera Based Drone Detection

Camera based drone detection aims to detect the drone in a
given image, as well as its 3D orientation with respect to the
camera. The orientation contains the azimuth and elevation
angles of the detected drone. This block first receives the
images in RGB format and then it converts them to the HSV
format. HSV is a common cylindrical-coordinate representa-
tion of color images, and it is used in image analysis and
computer vision. In this color space, which roughly separates
color from light, thresholding is relatively simpler, allowing
easy creation of relatively more robust binary masks. The
block subtracts the new images from the first ones, which
serve as the background images. Then a thresholding in the V
of the HSV domain is applied. Subsequently erosion operation
is applied, removing sparse white pixels, thereby making the
calculation of the centroids more accurate. The value for the
threshold was found manually before each flight, because it
was observed to vary throughout the day due to variations in
light. However, analyzing many frames 30 % threshold for the
third channel of HSV was found to allow perfect detection of
the drone in flights summarized in this paper.

After finding the centroid in the image, we used the pinhole
camera model to estimate the angles of the drone with respect
to the camera (Fig. 2). This model can be used as a first
approximation of the mapping between a 3D scene and its
corresponding 2D image. The following equations are satisfied
for the image of a 3D point on the camera in the pinhole
camera model [22]:

u = foxa'+e (D
= fy*xy +e (2)



where ' and 3y’ represent respectively the ratios £ and ¥.

The parameters f,, fy, ¢z, ¢, are known as the intrinsic camera
parameters, with the first two being the focal length and the
later two being the principal point of the image. The camera
parameters are usually estimated following a calibration se-
quence, which we performed initially, before any flight. The
parameters are usually presented in the camera matrix A as

fa 0 ¢
a={0 ¢, o 3)
0 0 1

Using the above identities the azimuth (cOp) and elevation
(c®p) angles of the drone with respect to the camera can be
found using

cOp = arctan (g) 4)
c®p = arctan (%) )

In this work, the camera was placed on top of a pan tilt unit
(PTU) to allow easy positioning of the camera. Hence, the
angles obtained above are also transformed to the base of the
PTU to have consistent angles with respect to the lidar’s PTU,
as to be explained in the next section.

B. Lidar Based Drone Detection

The lidar is placed on top of a PTU to increase the field
of view. On start, the lidar-based detection block performs a
continuous sweep of the environment for 15s to construct a
point cloud corresponding to the background. After the initial
background collection, the PTU is rotated to an initial angle
and left waiting for detections to be reported by the camera
node. After receiving an alarm from the camera, the lidar-
PTU is rotated to align the lidar with the reported angle of the
target drone, and processing of the point cloud data begins.
First, an x, y, z filter that removes points through simple
thresholding is applied, filtering the point cloud roughly.
Afterwards, background subtraction is applied, removing all
points corresponding to pre-existing objects, such as parts of
the trees and parts of the ground. Then the points of the cloud
around the angles reported by the camera are found, they
are clustered and their centroids are reported. Filtering the
pointcloud is necessary to eliminate pre-existing objects that
may have similar angular distances to the drone with respect
to the lidar.

The background is constructed as a voxel grid of the
collected point cloud data. The voxel grid helps both smooth
the point cloud and improve the search speed when comparing
the new pointclouds to the background. The voxel grid is
represented as a k-d tree (k-dimensional tree) data structure
to organize points in k-dimensional space. This structure is
ideal for range and nearest neighbor searches, focusing on
three-dimensional point clouds.

Point cloud clustering after filtering is done using Euclidean
distance, clustering the points based on several criteria: max-
imum distance between two points in a cluster, minimum and
maximum number of points in a cluster. Both in background

construction and clustering we made use of the well known
Point Cloud Library' (PCL). After clustering, the coordinates
of the centroid of the object are sent to the fusion block.

C. Camera and Lidar Fusion

The fusion block receives the centroid of the detected object
and its angles from the camera, and then sends these angles
to control the PTU of the lidar. For fusion a hybrid Extended
Kalman Filter (EKF) was used. A constant speed model was
used for the drone. A linear system was assumed for the
lidar update, in which the measurements are the 3D Cartesian
coordinates of the centroid. A non-linear system was assumed
for the camera update, in which the measurements were the
azimuth and elevation angles of the drone with respect to the
world frame.

The fusion block also monitors the workflow of drone
detection. It uses different states for the camera and the lidar.
The states are defined as NO DETECTION, INITIALIZA-
TION, LIDAR TRACKING and CAMERA TRACKING. The
purpose of the work is to detect the drone with the camera
and send the angular position of the drone to the lidar’s
PTU, so that the lidar can start to detect and to track the
drone. Afterwards the lidar is expected to allow the camera
to keep tracking until the target changes its maneuver, or
the EKF has a large covariance in the state estimate. These
states change depending on the inputs of the block. Firstly
the state is initialized to NO DETECTION, that means the
camera and lidar are saving the background and they have
not detected anything. Then when an object is detected by the
camera, it first triggers the lidar. The lidar, getting the first
3D pose measurement, initializes a new track in the EKF. At
this point the current state becomes LIDAR TRACKING and
the tracking with lidar starts. The lidar reports detections for
a few seconds (3s in current tests) to ensure that not only
the pose but also the speed of the drone is measured, and
then stops tracking moving to the default position. Then the
state is changed to CAMERA TRACKING, and tracking of
the target with the camera continues, updating the EKF with
the angle measurements from the camera. The errors between
the angles predicted by the EKF in camera coordinates and
the new angles of the target in the camera are continuously
monitored, and when it exceeds 10 degrees, it is assumed that
the drone has changed its track considerably. Then the PTU
of the lidar is commanded to the new angles, detecting the
drone again and updating the Kalman filter accordingly. This
process is also done when the entries of the covariance matrix
of the state, 3, exceed a preset threshold.

The function to predict the states & = (z,y,z,%,9, 2)
follows the target motion according to the discrete time model
given as

Tyjp—1 = Fi%_qpi (6)
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where the transition matrix of the state F' in discrete time is

10 0 At 0 O
01 0 0 At 0
001 0 0 At
F= 000 1 0 O )
000 0 1 O
000 0 0 1

At is the time between two consecutive pointclouds. Covari-
ance estimate Y; at time ¢ to predict the target position is
given by

Ygp—1 = tht—l\t—lFtT+Qt—1 3

where () models process covariance and accounts for uncer-
tainty not taken into account by ;. When a new centroid

T measurement
Z = | Ymeasurement (9)

Zmeasurement

is detected by the lidar the update estimate is activated and
the first step is corrected introducing an innovation term and a
Kalman gain continuously evaluated by the filter at each step:

e = 2z —h(T1) (10
Sy = HySy_1H' + Ry (11)
K, = Sy HFS! (12)

The matrix S estimates the uncertainty in the measurements,
the actual covariance ¥; and the actual state are updated with
the innovation term and the Kalman gain

f%t|r,—1 + Kieq
(I — KiH)Y1

13)
(14)

Ty =
Yo =

h(a:c't) is linearized around the current state estimate as H, a
3x6 matrix with entries 1 on the main diagonal for the lidar
update because the measurements z are the three Cartesian
coordinates. For the camera update H is a 2x6 matrix, where
the measurements are the angles between x and y and between
2 and z. So the entries of H are given by the partial derivatives
of the angles with respect to the states (Jacobian matrix). The
measurement vector that is used for the camera update is

_ l: pan C@D:|
|0+ cPp
The signs of this equation are set knowing that the pan angle
between pan frame and world frame follows a counterclock-
wise convention, instead the azimuth and elevation calculated
in the camera frame are negative moving to the left, positive
to the right. Note that azimuth and elevation are defined in
accordance with equations 4 and 5 and Fig. 2.

15)

D. Lidar Tracking Angle Calculation

Since the camera cannot measure depth, only the direc-
tion along which the object was seen is monitored as the
corresponding azimuth and elevation angles. However, the
lidar sensor and the camera are not concentric. Hence, the
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Fig. 3: Diagram of the detection system. The triangle repre-
sents the camera, and the rectangle represents the lidar. The
drone is observed along the black line as the red circle P.

lidar cannot directly align with the azimuth and elevation
angles of the drone to measure the distance. This presents
a challenge in determining the correct target angle to move
the PTU of the lidar. To overcome this issue, two points were
selected in the camera frame along the direction of the target
as reported in the camera frame. Then, the angles of these
two points with respect to the PTU of the lidar are calculated
analytically, using the known geometry of the PTUs (Fig. 3).
The two points are selected as the minimum range (R,,,;,) and
maximum range (R,,q,) the drone is expected to be seen.

In the configuration shown in Fig. 3, the two points R,
and R,,.. lying along the direction of the drone, shown by the
point P, allow us to calculate the range of pan angles necessary
to move the lidar-PTU to detect the drone. These angles are
given by

_ B I — Rypaz sin(6)
Opan-min = — arctan ( Ronan cos(0) ) (16)
_ B I — Rpnin sin(6)
Hpan_max = —arctan <Rn”nCOb@) s (]7)

where [ is the distance between the pan frame of the PTU of
the lidar and the world frame (camera PTU). The arctan is
negative to comply with the command input required to move
the PTU correctly.

IV. EXPERIMENTAL SETUP

The experimental setup consists of a tracking system and a
drone. The tracking system contained a Velodyne VLP16 and
a SMP camera that were mounted on individual pan-tilt units,
which were fixed at a distance of 0.70 meters on an aluminum
bar as shown in Fig. 4. The Velodyne has 16 vertical beams,
separated by 2°, with a horizontal resolution varying from
0.1° to 0.4°, and a corresponding frame rate varying between
5 and 20 Hz. In this work 10 Hz was used. The camera had
SMP resolution and a 5 mm lens, giving a FoV reaching 75°.
The camera was initially calibrated, and then all the images
received from the camera were rectified. In this work a Sky
Hero Spyder X4 drone, which has a carbon fiber frame of size
0.85m, was used as the target drone to detect (Fig. 5a). The
code for the algorithms was programmed as C++ nodes for
Robot Operating System (ROS).



Fig. 4: Drone detection setup with the Velodyne VLP16 on a
PTU 46-17.5 and the camera on a PhantomX XL430

(b)

Fig. 5: (a) Detected drone, marked with a red dot (b) The
corresponding binary mask

V. RESULTS AND DISCUSSIONS

The proposed approach was validated with multiple tests.
Thanks to the large FoV of the camera, it was possible to
cover a large area keeping the camera fixed. This allowed for
saving a single background image in the beginning of each
test, which lasted several minutes. Background subtraction
followed by thresholding allowed the detection of the drone in
many of the tests (Fig. 5). However, the method also started
to report false detections when moving clouds were present
in the background. Additionally, detection became unreliable
in low light conditions when the drone had the trees as the
background.

Fig. 6 shows the path of the drone (black) and the cor-
responding detections (blue) and EKF estimates (magenta) in
one of the tests. The EKF updated coordinates follow correctly
the path of the drone. At the beginning the drone goes up, the
camera begins detecting when it reaches a height of 2 meters.
Immediately after, the lidar starts to look in that direction and
starts an EKF to track the state of the drone.

The transitions of the states for the camera based detector
and lidar based detector as well as the estimates of the EKF
are shown in Fig. 7 for a subset of a test. The azimuth angles
of the drone with respect to the camera in the same time
interval are shown in Fig. 8. The Init (INITIALIZATION)
phase, which is the time between seeing in the camera and
starting detecting with the lidar can be seen to be brief, but
not always instantaneous. This is a side effect of the sparsity
of the beams as well as the time it takes for the lidar to align

z(m)

y (m) 8 o x(m)

Fig. 6: 3D view of the path of the drone

with the angle. Lidar tracking is 3 s in this test, and the EKF
can be seen to closely match the clusters (green zones). During
camera tracking (yellow zone), the tracking performance can
be seen to vary both in time and across the different axes. For
example between 37 s and 41 s, camera based EKF follows the
drone in the z-axis and y-axis closely, with errors less than
Im. However, in the same time interval, the error along the z-
axis quickly reaches 1.3m. A consistent error can be observed
along the z-axis when EKF relies only on camera. In Fig. §,
it can be seen that there is almost always an error between
the azimuth angle of the drone predicted by the EKF during
camera only tracking, and the azimuth angle measurement of
the camera. This error is mainly caused by the motion of the
drone.

VI. CONCLUSION

In this paper we presented a system for drone (UAV)
detection and tracking using data from lidar and camera
sensors, fusing both via an Extended Kalman filter. The fusion
of the two sensors has enabled a more robust detection system
for drones. Cameras are faster to detect changes in the sky
compared to a 3D lidar, which has sparse beams. However,
the camera lacks the capability to accurately localize a drone
in the sky. In this work we fused the advantages of these
two sensors. The experimental results have demonstrated that
background subtraction for the camera works acceptably well
in static conditions. Additionally, we showed a method to find
the sweeping range for the lidar through the angles found by
the camera and the geometric configuration. The method was
effective in localizing targets with the lidar, helping achieve
good localization. As future work we are planning to use a
more robust drone detection algorithm based on YOLO instead
of the current background subtraction method. This will allow
validation of the approach in dynamic environments.
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